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Recap: LinuxBoot on UEFI
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devices.
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Power on [ .. Platform initialization . . ]

We kexec next kernel (space).
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Why?

O This repository Pull requests Issues Marketplace Explore
Y torvalds / linux © Wwatch~ 5963 *star 53087  YFork 1
<> Code Pull requests 188 Projects 0 Insights

We've replaced UEFI
complexity with Linux Kernel
complexity

Linux kernel source tree

{p) 723,054 commits @7 1 branch © 537 releases &s GPL-2.0

48 o0 contributors

<> Code Pull requests 0 Projects 0 Insights

Little review & visibility

VS c python firmware uefi

an uncountable number of -
28 144 contributors

EDK Il http://www.tianocore.org/edk2/

) 22,924 commits i 8 branches © 1release
contributors
<> Code Pull requests 3 Projects 0 Insights
(AI SO’ reprOd u Ci b I e bu i Id S) GRand Unified Bootloader http://www.gnu.org/software/grub/grub.html
{ 9,611 commits P 2 branches © 8 releases sfs GPL-3.0
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Not on UEFI?
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u-root: pointlessly rewriting things in Go

e We have the full toolset of Linux applications at our fingertips in firmware now.
o Let’susethem!
o Let’suse a memory-safe language.
o Let’suse alanguage that makes concurrency easy.

e Enter u-root: 3MB - 5MB (compressed) initramfs in Go
o busybox-like tools (cat, dd, Is, cp, cpio, ...)
o kexec-based bootloaders (PXE- and GRUB-compatible boot tools, ...)
o github.com/u-root/u-root

@hugelgupf
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Progress: Project Health

e New: merging duplicate projects
o systemboot + u-root: Facebook + Google
o systemboot had TPM + certificate support
o u-root the “cleaner” bootloaders

o deduplicate + improve code health

@hugelgupf
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func TestExport(t *testing.T) {

unit testin pkg/gplo ~ testutil.SkipIfNotRoot(t)

if err := Export(10); err != nil {
t.Errorf("Could not export pin 10: %v", err)

Cl presubmit:

VM-based :

integration tests // Only 10-20 are valid GPIOs in the mock chip.
if err := Export(9); err == nil {

(Stl” needs WOFk!) t.Errorf("Export(pin 9) should have failed, got nil")
}

Launch VM with unit tests in pkg/gpio

func TestIntegration(t *testing.T) {
vmtest.GolangTest(t, []string{"github.com/u-root/u-root/pkg/gpio"}, &vmtest.Options{
QEMUOpts: gemu.Options{
// Make GPIOs nums 10 to 20 available through the
// mockup driver.
KernelArgs: "gpio-mockup.gpio_mockup_ranges=10,20",
3
1)
} @hugelgupf
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g, cleanup := vmtest.QEMUTest(t, &vmtest.Options{
BuildOpts: uroot.Opts{ . . o e
Commands: uroot'BusyBoxcmds( Commands to bulld Into VM Inltramfs
"github.com/u-root/u-root/cmds/core/init",
"github.com/u-root/u-root/cmds/core/kexec",

)/

ExtraFiles: []string File to include in VM initramfs at /kernel
"/tmp/multibootKernel:kernel",
3
3 e e
Uinit: []string{ Command tO run |nS|de VM
“kexec -1 kernel -e -d --module="/kernel foo=bar" --module="/bbin/bb"",
3

QEMUOpts: gemu.Options{
SerialOutput: &serial,
)
1)

defer cleanup()

if err := q.Expect( "status": "ok"'); err I= nil { EXpeCt SCI‘ipt
t.Logf(string(serial.Bytes()))
t.Fatalf( expected '"status": "ok"', got error: %v', err)

}

@hugelgupf
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Progress

e New: kexec multiboot kernels (Xen, ESXi, tboot,...)
o tboot support essential to some of our users

o Imagine writing a trampoline in Go assembly :)

func Load

func Load(debug bool, file, cmdline string, modules []string, ibft *ibft.IBFT) error

Load parses and loads a multiboot kernel “file” using kexec_load.

@hugelgupf
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Why not be UEFI compliant

Pre
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Security Pre EFI Driver Execution
(SEC) Initialization Environment
(PEI) (DE)
Power on [ .. Platform initialization . . ]

Most DXEs
are removed

kexec

FSO:\> HelloWorld.ef1l
UEFI Hello World!

FSo:\> [j

e UEFI apps are Portable Executables (PEs)
e |et’s kexec them!
e Specifically, kexec Windows boot-manager

@hugelgupf
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What do you need to boot EFl apps?

P,Efz '?adgr “ModuleEntryPoint ( EFI HANDLE ImageHandle,
intoring EFI SYSTEM TABLE *SystemTable
&
e
pointers to pass to SystemTable / BootServices
the entrypoint BootServices “ LocateHandle
& RuntimeService AllocatePages
ConOut OpenProtocol
PE32 app expects ConfigurationTable ExitBootServices
physical addressing




Let's collect some info

e Take EDKII, add a bunch of prints
o What Boot Services are called?

o What Protocols are invoked?
e Usethattoboot Windows ina VM under EDKII/OVMF

@hugelgupf
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Minimum Required EFl Boot Services

Services Used (out of 44)
e Startlmage
LocateHandle
Open/CloseProtocol
Allocate/FreePages
Allocate/FreePool
GetMemoryMap
SetWatchdogTimer
ExitBootServices

@hugelgupf
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Minimum Required EFI Protocols

Services Used (out of 44) i Happy conclusion: h
e Startlmage UEFI spec is huge, but only a small
LocateHandle subset is actually used
Open/CloseProtocol \_ )
Allocate/FreePages %

Protocols Used (Out of ~441)

e |oadedimageProtocol
BlockloProtocol
DevicePathProtocol
SimpleTextInputExProtocol
StorageSecurityCommandProtocol
GraphicsOutputProtocol

Allocate/FreePool
GetMemoryMap
SetWatchdogTimer
ExitBootServices

@hugelgupf
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Launching Windows via kexec

e 3stageloading process
o bootmgfw.efi
m Loadswinload.efi
e whichloads ntoskernel.exe
e kexec code for PE32 loader -- not that hard
o validation for this is easy -- launch
m Linuxwith PE32-shim
m AnEFI helloworld

@hugelgupf
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1.Launch

Debug cycle



1.Launc

5. Fix

cycle

:0000000140566010 ;

000000140566010
000000140566010
000000140566010
000000140566010
000000140566010
000000140566010
000000140566010
000000140566010
1000000140566014
000000140566019
00000014056601C
000000140566023
1000000140566028
100000014056602F
1000000140566036
1000000014056603B

NTSTATU: Driveroh
public Ki:
KiSystems
var_1c8= |
var_1co= |
var_8= qu
sub r
mov [
mov r
mov c
mov e
mov r
mov r
cmp d
jnz SAOFT (¢ 146566642

4. Learn something abou

t @

TT
3

3. Analyze




Debugging Example

OXFFfFFf80559d7d010 sub sO>Ju,'r5p

Oxfffff80559d7d014 mov %rls, Ox 30 (%rsp) 1] |
OXfffff80559d7d019 mov  S%rsp,%rls ¢ lllegalmemory access

Oxfffff80559d7d0O1c mov %rcx, -0x22d03(%rip) e Stacktraceis useless
Oxfffff80559d7d023 mov SOXfffffffT %eCX

OXFffff80559d7d028 mov -0x22dOf (%rip) ,%rdx

Oxfffff80559d7d02f mov Ox88 (%rdx) ,%rlo
OXTFfff80559d7d036 cmpl $0x0,0x24(%rl0)
OXFffff80559d7d03b jne OXFFfff80559d7d042
OXfffff80559d7d03d callg Oxfffff8 655a12el40
OXFFFFff80559d7d042 mov -0x22d29(%rip) ,%rcx
OxTffff80559d7d049 mov Ox88 (%rcx) ,%rdx
OxTffff80559d7d050 mov %rdx,%srlo

hread 1 hit Breakpoint 5, Oxfffff80559d7d02f in 7?7 ()

(gdb) bt

#O OxTTFff80559d7d0O2f in 77 ()

1 0x0000000000000000 in ?7? ()
(gdb)




Debugging Example

OXFfffff80559d7d010 sub $0x38,%rsp
Oxfffff80559d7d014 mov %rl5,0x30(%rsp)

OXfffff80559d7d0O19 mov %rsp,%rls
OxFFfFfff80559d7d01c mov %rcx, -0x22d03(%rip)
OXFfffff80559d7d023 mov SOXTFFFffff,%ecx
OxfL£££30550474028 mov -0x22dOf (S%rip) ,%rdx
[oxfffff8e559d7do2f | mov  0x88(%rdx),%r10)
OXTTTTTO0US59d/Adb36 cmpl $0x0,0x24(%rl0)
OXFffff80559d7d0O3b e OXFFfff80559d7d042
OXfffff80559d7d03d callg qxfff‘ffOOSSalZDHO
OXFFFff80559d7d042 mov -OXMd29 (%rip) ,%rcx
OXFFFff80559d7d049 mov Ox88 (%r ,\.%rdx
OxTffff80559d7d050 mov %rdx,%srlo

hread 1 hit Breakpoint 5, Oxfffff80559d7d02T " Mg?7? ()

(gdb) bt s o IPython:

#O OxTffff3as5ad
#1 0x0000004TNn [224]: ernel.addr2ImageAddr (] Oxfffff80559d7d02f

(gdb) Out[224]: | ?ﬁ‘ﬂ_tﬂﬁt)jﬂ* 'Ox14056602f



Debugging Example

OXFffff80559d7d010 sub $0x38,%rsp Jump to address
OxXTfFffff80559d7d014 mov %rl5,0x30(%r
OXfffff80559d7d0O19 mov %rsp,%rls
oxfffff80559d7d01c mov  S%rcx, -0x22d03( Help | Cancel | oK
Oxfffff80559d7d023 mov SOXTTTTITTT, %€

Oxfffff80559d7d028 mov -0x22d0Of (%rip) 1

@ ump address [0x140566021 N

: 000D H dcall Ki ( i b
Oxfffff80559d7d02f mov OXBB (XY B codbooiaosasoio public Kisystemstartup o DrYer?
Oxfffff80559d7d036 cmpl $0x0, 0x24 (% 10K st

Oxfffff80559d7d0O3b jne O SRR RECTOBILEIoW ool 0170200010 vor 1con cuord br -1coh
Oxfffff80559d7d03d callg OxfTFTT8055a12p6 stepretediiibialitthll i
Oxfffff80559d7d042 mov -0x22d29 (% rlp)""’“"““"5""“’“’5ub T

0008N00140566014 mov [rsp+38h+var_8], ril5

Oxfffff80559d7d049 MoV OxX88(%rcx) , %ol e

000MP0014056601C mov cs:KeLoaderBlock_0, rcx

Oxfffff 6559d7dOSO mov ‘3’C P ¢ "3“_) 000MN00140566023 mov ecx, OFFFFFFFFh

000@H00140566028 mov rdx, cs:KeLoaderBlock_60
hread 1 hit Breakpoint 5, Oxfffff80559d7 e Seepreercylbelibm St SRR
(C] d b) bt 0008P0014056603B jnz short loc_140566042
#0 OxfffffaQ 0
1 0x00000QTn [224]: l]tOSF&%THP].:ﬂjf' _ .
(gdb) Out[224]: (5374369839, | Xx14056602f )

 J

] i |
PAGELK:000000014056603D call

|
KdInitSystem'




Challenge: Physical Addressing

C][:l 1.AIIocateI3:ge m Virtual Physical
OF = memory memory
0xf£££02a00000| LinuxBoot

2. kmalloc Oxf£f£f£0c00000

Oxtff£ff0a01000
Oxff££f0a00000

0xa01000

0xa00000




Challenge: Physical Addressing

1. AIIocateEge m Physical
- memory

Oxffff0a00000| LinuxBoot

2. kmalloc

3. Change CR3
4. Access “phyS|CaI” page Oxf£££0a00000

0xa01000

0xa00000




Solution: 1:1 Virtual-to-Physical Mapping

Virtual Physical

memory memory
Oxf£f££0c00000
Oxf£f£f£f0a01000
Oxf£££0a00000 \
0x00000a01000 ‘Oxa01000
0x00000a00000 0xa00000




Solution: 1:1 Virtual-to-Physical Mapping

= | 1'A"°Catep>age m Virtual Physical
OF = \ memory memory
0xa00000 LinuxBoot
2 kmalloc Oxf£f££0c00000
3. map 1:1 ‘e
Oxf£f£f£0a01000 ¢
Oxf£f£f£f0a00000
0x00000a01000 O0xa01000

0x00000a00000 f=—#0xa00000




Solution: 1:1 Virtual-to-Physical Mapping

j[j 1.AIIocateEge m Physical
OF == memory
0xa00000 LinuxBoot
2. kmalloc
3. map 1:1

4. Change CR3
5. Access “physical” page 0xa00000

0xa01000

0xa00000




Whoa moment 1

e ExitBootServicesis called
e Most cores seems to be in KildleLoop
e 1coreinKiSystemCall64

“Q chris @ vegas/defcon ‘r\’ E il ) o

@hugelgupf

Sneak peek at something our intern's
been working on:

(gdb) info threads We're using Linux to implement EFI Boot
Id Target Id Frame Services to be able to kexec Windows

(CPU#0 [halted aa94e0f in 77 ( from Linux.

(CPU#1 [halted O ffT f8 JJ9394@OT |

(-

Thread

Thread - -
Thread We've reached the point where Windows

i i 11
(CPU#3 [halted Oxfffff8035aa94e0f callss BxitBnotSenvisasil

Thread
Thread
Thread

.
r |
-
4
2
o)

(CPU#4 [halted ]) Oxfffff8035aa94e0f in ?? () cc @mjg59 who blogged about this
(CPU#5 [running]) Oxfffff8035a665cf8 in ?? () before

11:39 AM - 25 Jul 2019

43 Retweets 247 Likes 0 f:; ) @ 0 1@ ‘ :‘ &

( |

( [

(CPU#2 [halted ]) Oxfffff8035aa94e0f
( [

( [

(

(@)



Whoa moment 2

e Enabling kernel debug+EMS

o RoLe B IBe60e

onnection
Refreshing KD
shing KD connect
Refreshing KD conne

connection




Whoa moment 2

e Enabling kernel debug+EMS

'!Evl

wComputer is booting, SAC started and initialized. LT

e o ....Use the "ch -?" command for information about using channels.

%mi;JUSe the "?" command for general help.

[[SKDT SAC>
EVENT: The CMD command is now available.
sac>jj




Whoa moment 2

e Enabling kernel debug+EMS

C:\Windows\system32>ipconfig

"°lwindows IP Configuration

""|Ethernet adapter Ethernet 2:

Connection-specific DNS Suffix

Site-local IPv6 Address . . . . . : fec0::b50a:971e:b9db:e098%1
Link-local IPv6 Address . . . . . : fe80::b50a:971e:b9db:e098%10
IPvA Address: . . w « o = = o wb o 1050152515
Subnet:Mask: & . 5= o . L.« . . = $255.2550255.0
Default Gateway . . . . . . . . . : feB80::2%10

10.09.2.2

C:\Windows\system32>]}



QEMU [Paused] o o X

Machine View

Whoa moment 3

e Enabling graphics
e Using Linux /dev/fb0O
e Givethe
framebuffer to Windows
e And.. wecrash!




Whoa moment 3

Enabling graphics

Using Linux /dev/fbO
Step 1: Using it ourselves
Step 2: Giving the
framebuffer to Windows
And... we crash!

Fix..

Machine View

QEMU

Administrator
I




Whoa moment 3

Enabling graphics

Using Linux /dev/fb0O
Step 1: Using it ourselves
Step 2: Giving the
framebuffer to Windows
And... we crash!

Fix..

Login!

Machine View

Google Cloud
SDK Shell

QEMU

T

|-

6:20 PM
8/9/2019

N




Sign up for the Open Source Firmware Slack
http://slack.u-root.com

Code
https://github.com/oweisse/u-root/tree/kexec_test/booting_windows
https://github.com/oweisse/linux

Thanks to
Ofir Weisse for being a productive PhD intern:)

Me
chrisko@google.com
https://twitter.com/hugelgupf
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